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‘lightlab’ and first moVer adVantage
by philip saunders Jr., ph.d.

First mover advantage (FMA) is the mar-
ket advantage that a firm gains for being first 
with a product. In LightLab Imaging, Inc. v. 
Axsun Technologies, Inc. & Another, SJC-11374, 
July 28, 2014, the Supreme Judicial Court 
affirmed a decision to deny lost profits claimed, 
in part, based upon the plaintiff’s assertion 
of FMA. The trial court had not rejected the 
FMA concept per se, but found no evidence of 
loss and the methodology deficient “particu-
larly as to quantification.” 

Since LightLab, FMA has been argued by 
a pharmaceutical development company seek-
ing a preliminary injunction in Theravectys 
SA v. Immune Design Corp., C.A. No. 9950-
VCN, Court of Chancery of Delaware, Mar. 
9, 2015. The court, 
in finding failure to 
establish irrepara-
ble harm, observed 
that the “first-mover 
advantage argument 
... fails to establish 
a non-speculative 
harm.” It will be 
interesting to see 
whether the argument will be resuscitated at 
trial and, if so, with what result. 

Other unsuccessful appearances of FMA 
include a trade secrets case in which the plain-
tiff argued potential loss of FMA in a failed 
attempt to obtain an injunction. See Aetna, Inc. 
v. Bradley M. Fluegel et al, CV0740333455, 
Sup. Ct., Conn., July 7, 2008. Also, in a case 
that did not go to trial, in which the author 
was an expert for the defense, the plaintiff’s 
expert described the advantage of being the 
first mover but was unable to point to any 
specific lost profits. The case settled with no 
money changing hands.

More promising for the first mover concept 
was a favorable mention at the U.S. Supreme 

Court: “[F]irms that innovate often capture 
long-term benefits from doing so, thanks to 
various first mover advantages, including lock-
ins, branding, and networking effects.” See 
Bernard L. Bilskey et al v. David J. Kappos, 130 
S.Ct. 3218, June 28, 2010. The same Court of 
Chancery of Delaware that rejected first mover 
advantage in Theravectys subsequently accept-
ed the theory as the basis for the choice of a 
growth rate above the rate of inflation, a small 
part of a much larger company valuation anal-
ysis. See Leilani Zutrau v. John C. Jansing et 
al, C.A. No. 7457-VCP, Court of Chancery of 
Delaware, July 31, 2014.

There is an extensive literature on FMA. 
The prevailing view is that being the first mover 

confers an advantage. 
Some studies have 
focused not on FMA 
per se but on explain-
ing market share. 
Eleven such stud-
ies have found mar-
ket share and order of 
entry to be correlated: 
the earlier a product 

was in the market, the larger its market share 
was likely to be.

However, there is general agreement in 
the literature that the magnitude and dura-
bility of the advantage may vary substantially 
depending upon a variety of factors, some of 
which are discussed below.

The extent of FMA is different in differ-
ent product categories. The advantage gener-
ally dissipates over time. The size and durabil-
ity of FMA is affected by advertising (the first 
mover’s and the competition’s); pricing; and 
relative quality, or at least customer perception 
of relative quality, of later entering products. 
Sometimes being first mover is more impor-
tant than being better; followers with superi-

or products don’t always succeed in overtaking 
the first mover. 

FMA can be enhanced by having a tech-
nology not readily replicated by a competi-
tor, for legal or other reasons; control of scarce 
resources, which the first mover may own, col-
lect or create (e.g., raw material, IP, location, 
key employees, key suppliers, customer first 
impressions, know-how); customer switching 
costs (i.e., monetary or simply intangible costs 
of changing habits or organizational practic-
es or of learning new methods); and network 
effects, which can create a kind of switching 
cost in situations where customers seek a com-
mon standard or the ability to interact with 
other users.

Market factors are important as well. New 
product categories seem to attract more follow-
ers than old categories. For a brand extension, 
being first mover can count for more than for 
a new brand. Rapid market expansion can be 
a blessing, if the first mover has the resources 
to keep up, but a curse, if the first mover does 
not and a follower does. If a technology is dis-
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At the depths of the 2008 financial crisis, 
General Motors (“Old GM”) filed the fourth 
largest bankruptcy in United States history, 
seeking approval to sell substantially all of its 
assets to a newly formed entity (“New GM”) 
“free and clear” of its legacy liabilities. At the 
time, Old GM was bleeding cash and surviv-
ing only thanks to emergency loans from the 
federal government, earning it the dubious 
nickname “Government Motors.” That sale 
— totaling approximately $82 billion — was 
approved within 40 days of the bankruptcy 
filing and allowed New GM to emerge from 
bankruptcy a more financially stable company. 

Fast forward to March 2014, when New 
GM first announced to the public the pres-
ence of defects in ignition switches installed in 
model years prior to the bankruptcy sale. Doz-
ens of accident deaths have reportedly been 
linked to the defect, which has resulted in one 
of the largest automobile recalls in history. Sig-
nificantly, at the time of the bankruptcy sale, 
dozens of GM employees, including engineers, 
senior managers and attorneys, knew enough 
information about the ignition defect to trig-
ger Old GM’s obligations under the National 
Traffic and Motor Vehicle Safety Act to con-
duct a recall of the affected vehicles. Upon this 
revelation, vehicle owners immediately filed 
complaints against New GM. In response, 
New GM agreed to compensate victims who 
suffered physical injury or death as a result of 
the defect, but otherwise argued that the “free 
and clear” provision of the Bankruptcy Court’s 
sale order insulated it from successor liability 
on claims for various forms of economic loss. 
The U.S. Bankruptcy Court for the South-
ern District of New York — the same court 
that approved the bankruptcy sale — recently 
entered an order enforcing that sale order and 
concluding that ignition switch defect claims 
were barred by the bankruptcy sale order.1 

the bankruptcy sale
The increasingly favored means of accom-

plishing a bankruptcy “reorganization” is to 
sell substantially all of the bankruptcy debt-
or’s assets free and clear of all liens, claims and 
encumbrances under Bankruptcy Code § 363. 
These so called “363 Sales” amount to an effec-
tive short sale of the going concern business, 
with the Bankruptcy Court sale order insu-
lating the purchaser from claims of pre-bank-
ruptcy creditors. Generally, the purchaser of a 
debtor’s assets is not liable for claims asserted 

against the debtor unless the purchaser express-
ly agrees to assume such liabilities. However, in 
the case of future claims against a purchaser — 
such as where a product sold prior to the bank-
ruptcy sale injures someone after the sale — the 
issue becomes much thornier when these future 
claimants lacked sufficient notice and constitu-
tional due process that are bedrock principles 
on which bankruptcy sales are built. 

By any standard, the GM bankruptcy 
and 363 Sale were remarkable. The company 
employed over 200,000 people and did busi-
ness with approximately 11,500 vendors as 
part of its supply chain that employed approx-
imately 500,000 more people. These factors 
alone made it a complex deal, made only more 
complicated by the United States and Cana-
dian governments’ involvement, and a 40-day 
closing deadline. In total, 850 parties in inter-
est objected to the sale in one form or anoth-
er, although the majority of objections were 
to specific provisions of the proposed order — 
including the “free and clear” provision — and 
not to the sale as a whole. Ultimately, the court 
overruled objections to the free and clear provi-
sions and concluded that New GM should be 
protected from successor liability claims. 

the ignition switch claimants 
While the ignition switch defect resulted 

in many accidents causing injury and death, 
New GM had agreed to satisfy claims for 
death, personal injury, and property damage in 
accidents occurring after the 363 Sale involv-
ing vehicles manufactured by New GM and 
Old GM alike. Furthermore, the Sale Order 
did not insulate New GM from its obligations 
to conduct recalls and fix defects in accordance 
with federal and state law, even for defects in 
vehicles manufactured by Old GM.

Bankruptcy
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bankruptcy court: successor ignition switch 
defect claims are barred against ‘new gm’ 
by Jonathan m. horne
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first circuit expands 
actual fraud exception 
to bankruptcy 
discharge, deepens 
circuit split

by Justin kesselman, law clerk, 
hon. robert J. cordy, supreme 
Judicial court

Section 523(a)(2)(A) of the Bankrupt-
cy Code excepts from discharge “any debt 
for money, property, services, or an exten-
sion, renewal, or refinancing of credit, to 
the extent obtained by false pretenses, a 
false representation, or actual fraud, other 
than a statement respecting the debtor’s or 
an insider’s financial condition.” For several 
years, a line of bankruptcy court decisions 
in Massachusetts, Rhode Island and other 
jurisdictions has construed Field v. Mans, 
516 U.S. 59 (1995) as incorporating the 
common law elements of fraudulent mis-
representation into the definition of “actual 
fraud.“ In Sauer Southeast v. Lawson (In re 
Lawson), 791 F.3d 214 (1st Cir. 2015), how-
ever, the First Circuit disagreed that Field 
limited actual fraud to fraudulent misrepre-
sentation, holding specifically that proof of a 
misrepresentation is not required where the 
fraud consists of a debtor’s knowing receipt 
of a fraudulent transfer intended to hinder 
the transferor’s creditors.

The “new standard“ articulated in In re 
Lawson arose from a factual paradigm that 
smacked of bankruptcy abuse. The story 
begins where it should have ended: a cred-
itor obtaining a state-court judgment for 
fraud against the debtor’s father. Shortly 
after the entry of judgment, however, the 
father transferred $100,150 into a shell cor-
poration formed by his daughter, who trans-
ferred $80,000 from the corporation into 
her personal accounts. The creditor then 
pursued a successful fraudulent transfer 
action against the daughter, who again piv-
oted by filing a petition under Chapter 13 
of the Bankruptcy Code. Undeterred, the 
creditor filed an adversary complaint against 
the daughter alleging that the money she 
received amounted to a nondischargeable 
debt procured by actual fraud. Relying on 
Field and its progeny, the bankruptcy court 
dismissed the complaint for failure to allege 
a misrepresentation. 

The First Circuit reversed. The court 
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Most businesses possess valuable and 
confidential information. If you operate or 
advise such a company, you should be asking 
this question: Is the business doing enough 
to protect its most valuable information as a 
trade secret? 

Under Massachusetts law, a trade secret 
is defined as “any formula, pattern, device or 
compilation of information which is used in 
one’s business, and which gives him an oppor-
tunity to obtain an advantage over competi-
tors who do not know or use it.”1 Courts in 
Massachusetts evaluate the following six fac-
tors to determine if information qualifies as a 

trade secret:

(1) The extent to which the information is 
known outside of the business; 

(2) The extent to which it is known by 
employees and others involved in the 
business; 

(3) The extent of measures taken by the 
employer to guard the secrecy of the 
information;

(4) The value of the information to the 
employer and to his competitors; 

Between 2006 and 2009, two Chinese nation-
als allegedly stole trade secrets from their U.S. 
employers for the benefit of Tianjin, a Chi-
nese government-controlled university. The U.S. 
Department of Justice (DOJ) subsequently issued 
a 32-count indictment against the two men and 
four other named defendants, alleging violation 
of the Economic Espionage Act. The indictment, 
describing the complex scheme by which the defen-
dants allegedly stole technology and sought to mis-
represent it as their own through patent applica-
tions, reminds the domestic private sector of the 
real threat that China poses to trade secrets in the 
United States. According to a 2015 report issued 
by the U.S. Trade Representative, remedies under 
Chinese law continue to be “difficult to obtain, 
given that civil, administrative, and criminal 
enforcement against misappropriation of trade 
secrets remains severely constrained.” Domestic 
businesses are thus left to seek relief in U.S. state 
and federal courts, where effective extraterritorial 
enforcement remains uncertain.

the indictment of hao Zhang
On May 16, 2015, Chinese national Hao 

Zhang was arrested pursuant to a 32-count 
superseding indictment alleging economic 
espionage and theft of trade secrets in violation 
of the Economic Espionage Act (18 U.S.C. §§ 
1831-1839). The indictment accuses Zhang, a 
former employee of Woburn-based Skyworks 
Solutions, Inc. (“Skyworks”), of colluding with 

five other individuals to steal trade secrets for 
the benefit of entities controlled by the People’s 
Republic of China (PRC).1 

As set forth in the indictment, Zhang met 
co-defendant Wei Pang while studying electri-
cal engineering at the University of Southern 
California. After obtaining his Ph.D. in 2006, 
Zhang went to work at Skyworks in Woburn, 
Massachusetts. Pang, who also obtained his 
PhD in 2006, accepted employment with 
Avago Technologies (Avago) in Fort Collins, 
Colorado. Skyworks and Avago were both in 
the business of developing film bulk acoustic 
resonator (“FBAR”) technology, which is used 
to filter incoming and outgoing signals for 
wireless devices and has substantial use in wire-
less consumer and military applications. 

Starting in 2006, Zhang, Pang and the 
other named defendants designed an elaborate 
scheme to effectively “mov[e] Avago to China.” 
The goal was to “lift” Avago’s and Skyworks’ 
technologies and establish a competitive FBAR 
fabrication facility in the PRC. By cutting 
research and development costs and leveraging 
the stolen technologies as their own, the indi-
vidual defendants planned to sell to large cell 
phone manufacturers such as Nokia, Motoro-
la, Samsung, and LG. According to the DOJ, 
the individual defendants “stole recipes, source 
code, specifications, presentations, design lay-
outs and other documents marked as confiden-
tial and proprietary from the victim companies 

. . . .”2 In his own words, “[Pang’s] work [was] to 
make every possible effort to find out about the 
process’s every possible detail and copy directly 
to China.” (Translated, emphasis in original.) 

In 2008, the individual defendants part-
nered with PRC-controlled Tianjin Universi-
ty (TJU), which agreed to provide them with 
“funding, equipment, and space” for their 
work. Then, at TJU’s direction, the individu-
als formed a shell corporation in the Cayman 
Islands in order to create the appearance that the 
stolen trade secrets had a valid source. Accord-
ing to the indictment, TJU controlled the laun-
dering arrangement. In further efforts to create 
the illusion of legitimacy, Zhang and Pang used 
Avago’s and Skyworks’ trade secrets to apply 
for a series of patents in the United States and 
PRC in 2009. By filing patent applications, the 
individual defendants aimed to demonstrate 

Intellectual Property

continued on p. 6
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Zhang indictment reminds domestic companies of china’s threat to 
trade secrets, lack of relief abroad 
by hannah t. Joseph 
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is your company (or client) doing enough to 
protect its Valuable trade secrets?
by paul cronin, nutter mcclennan & fish llp and nehal 
khorramineJad, the uniVersity of michigan law school

to potential investors and suppliers that they 
owned the stolen intellectual property. The pat-
ent applications also bolstered the credentials of 
Zhang and Pang, who later obtained full pro-
fessorships at TJU. In their applications, Zhang 
and Pang falsely listed themselves as sole inven-
tors of the relevant technologies. 

Avago first became aware of Pang’s mis-
appropriation in 2011, when it recognized its 
own trade secrets in Zhang’s U.S. patent appli-
cations. The theft was later confirmed when an 
Avago employee observed Avago’s technology 
in a lab run by Zhang and Pang in the PRC. 

the state of play in china
The indictment and arrest of Hao Zhang 

serves to remind domestic companies of the very 
real threat that China poses to trade secrets in 
the U.S. and abroad. As reported in the United 
States Trade Representative (USTR) 2015 Spe-
cial 301 Report3:
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supreme Judicial court: The Supreme 
Judicial Court recently made available the 
2015 edition of the Massachusetts Guide to 
Evidence. The 2015 edition of the guide incor-
porates additional appellate decisions through 
January 2015 as well as several new sections. 
Among the new additions are Section 1113 on 
Opening Statements and Closing Arguments 
and Section 1114 on Restitution. The guide 
may be downloaded for free at http://www.
mass.gov/courts/case-legal-res/guidelines/
mass-guide-to-evidence/. 

In separate news, the SJC’s Standing 
Advisory Committee on the Rules of Pro-
fessional Conduct is inviting comments on 
a proposed amendment to Rule 5.5 of the 

Rules of Professional Conduct. The proposed 
amendment would permit lawyers from for-
eign countries who are in good standing in 
their home countries to act as in house coun-
sel to an employer in Massachusetts.

appeals court: On July 22, 2015, Jus-
tice Scott L. Kafker was sworn in as the sixth 
Chief Justice of the Massachusetts Appeals 
Court. Justice Kafker first joined the Appeals 
Court as an Associate Justice in 2001. Follow-
ing law school at the University of Chicago 
and two judicial clerkships, Justice Kafker 
worked at Foley, Hoag & Eliot and then as 
deputy chief legal counsel to Governor Weld 
and as chief legal counsel for MassPort. In 
addition to his service on the Appeals Court, 

Chief Justice Kafker teaches state constitu-
tional law at Boston College Law School. 

superior court: The Superior Court list 
of judges and sessions participating in the Voir 
Dire Pilot Project for the remainder of 2015 
is available at http://www.mass.gov/courts/
court-info/trial-court/sc/sc-voir-dire-partici-
pating-sessions-gen.html. The list is subject to 
modification if judicial assignments change.

u.s. district court: For the first time in 
years, in January 2015 the District of Massa-
chusetts bench reached full strength with the 
swearing in of Judge Burroughs. With Judge 
Woodlock taking senior status in June 2015, 
there is now an opening for the appointment 
of an additional District Judge. 

ruptive (e.g., the PC), rather than incremental 
(e.g., new kinds of main frames), it is harder to 
predict what will become of the FMA.

In short, whether the first mover can 
establish and maintain market leadership 
seems to be highly case specific, depending 
upon a variety of factors which may or may 
not be relevant to a particular industry, mar-
ket, or company. 

There are definitional issues that would 
need to be addressed in any successful claim 
based on FMA.

Is the first mover, the inventor or holder 
of the patent, the first to develop a prototype, 
the first to market, or the first to develop a sig-
nificant market share? Obviously, the further 
along the plaintiff is the stronger the case.

What is the market? A new pharmaceuti-
cal effectively treating a disease, with no pre-
vious effective treatment, defines the market 
and is the first mover. If the pharmaceutical 
treats a disease that has existing remedies, the 
new product may be the first mover in only a 
market segment.

What is the time horizon? Plaintiffs like to 
assume their products will triumph in perpe-
tuity. However, courts are reluctant to award 
damages based upon projections into a distant 
future, particularly, as in LightLab, when the 
projections go beyond some identifiable date 
certain (e.g., expiration of a lease, contract, or 
patent). It may be enough to demonstrate that, 
but for the breach or tort, the plaintiff would 
likely have enjoyed a few years of profitability.

What is the basis for damages? The com-
mon claim, as in Lightlab, is for lost profits. 
However, a common end for successful start-
ups is to be bought out, as happened to Light-
Lab, which never made money but sold for 
$92.8 million. The grounds for damages may 
need to be reframed from lost profits to some-
thing else, say, loss of capital or destruction of 
value. Doing so would raise legal and econom-
ic issues beyond the scope of this brief paper, 
but to deny the possibility would be to deny 
a remedy for loss of potential with real eco-
nomic value.

Netscape can be an example, with 20-20 
hindsight, of how these definitional issues 
might have been addressed had Netscape been 

in litigation. Netscape did not develop and 
was not the first to market a browser, but it 
was arguably the first to develop and dominate 
a significant browser market (first mover defi-
nition). The market was fairly clearly defined: 
a means of finding stuff on the internet (mar-
ket definition). The company existed inde-
pendently for only five years (time horizon). 
Cumulatively, profits were negative, but AOL 
purchased Netscape in a deal valued at the 
time at about $4.2 billion (basis for damages). 

The brief history of the FMA concept in 
litigation makes it clear that merely assert-
ing FMA as the basis for a lost profits claim 
accomplishes little. However, the extensive 
work that has been done on FMA outside the 
courts makes it clear that the advantage is real. 
FMA may best be thought of not as a sole basis 
for a damage claim but as a useful framework 
within which to perform a traditional lost 
profits analysis. FMA could be a lens through 
which to examine the facts of a case to assess 
the magnitude of a FMA and help quantify 
the damages. With a proper analysis of the rel-
evant factors, FMA may yet play a meaningful 
role in the courtroom. 

‘lightlab’ 
continued from p. 1
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The theft of trade secrets [in China] remains 
a particular concern. Such theft occurs inside 
and outside of China for the competitive advan-
tage of Chinese state-owned and private compa-
nies. Conditions are unlikely to improve as long 
as those committing such theft, and those benefit-
ting, continue to operate with relative impunity, 
often taking advantage of the theft in order to 
compete unfairly or to enter into business relation-
ships that disadvantage their victims.

Furthermore, although China has imple-
mented several progressive legislative and judi-
cial initiatives since 2013, U.S. rights owners 
are unlikely to obtain relief in China:

Under Chinese law . . . available remedies 
are difficult to obtain, given that civil, admin-
istrative, and criminal enforcement against mis-
appropriation of trade secrets remains severely 
constrained. Enforcement obstacles include defi-
ciencies in China’s [Anti-Unfair Competition 
Law], constraints on gathering evidence for use in 
litigation, difficulties in meeting the criteria for 
establishing that information constitutes a trade 
secret, and criminal penalties that are not clearly 
deterrent.

While China has committed to tak-
ing “concrete actions to address enforcement, 
enhance public awareness, and require strict 
legal compliance with respect to trade secrets,” 
U.S. businesses may be (as a practical matter) 
confined to pursuing justice in the U.S. until 
the foreign legal landscape improves. 

enforcement in the u.s. and 
choice-of-law issues

Even where a plaintiff opts to bring a civil 
suit in the U.S., it may still need to grapple with 
Chinese law. This was the case in Enargy Power 
Co. v. Xiaolong Wang, 2013 WL 6234625 (D. 
Mass. Dec. 3, 2013), in which plaintiffs failed 
to establish a likelihood of success on their 
claim for trade secret misappropriation in part 
because they neglected to apply Chinese law. 

Enargy involved alleged acts perpetrat-
ed against a Chinese company (“Enargy”) by 
its former employee (“Wang”), who resided in 
Massachusetts. During the employment rela-
tionship, which lasted from 2008 to 2011, the 
parties jointly developed several trade secrets to 
be used in specialized aircraft power convert-
ers. At some point, the relationship began to 
deteriorate and, in 2011, Wang left the com-
pany. Before his departure, Wang allegedly 
contacted his assistant at Enargy in China, and 
instructed the assistant to password protect 
files containing the trade secrets, transmit the 
files to him and destroy the original files from 

Zhang indictment 
continued from p. 2

Enargy’s server. Based on this conduct, Enar-
gy and others sued Wang for trade secret mis-
appropriation and violation of the Computer 
Fraud and Abuse Act (CFAA).

The U.S. District Court for the District of 
Massachusetts granted plaintiffs preliminary 
injunctive relief based on their CFAA claim, 
holding that Wang had exceeded his autho-
rized access to Enargy’s computer systems. In 
so doing, the court noted that the CFAA could 
apply to computers located outside of the Unit-
ed States and conduct occurring outside of the 
United States.

With regard to the misappropriation claim 
however, the court engaged in a choice-of-law 
analysis and found that Chinese law applied 
because China had the most significant rela-
tionship to the parties. The court held that the 
plaintiffs had not demonstrated a likelihood of 
success on their claim under Chinese law.4 

the upshot
The indictment of Hao Zhang demon-

strates, and the USTR 2015 Special 301 Report 
confirms, that China continues to pose a very 
real threat to trade secrets in the U.S. and 
abroad. Considering that China has frequent-
ed the USTR’s “Priority Watch List” since at 
least 1989, this is not necessarily news. Given 
China’s recent efforts to address trade secret 
misappropriation, however, it will be worth-
while to follow its movement in this area. For 
now, it appears that enforcement is best pur-
sued in the United States. 

When bringing a civil suit in the United 
States that involves foreign entities, practitio-
ners should be vigilant in applying the appro-
priate substantive and procedural laws. See 
Enargy Power Co., 2013 WL 6234625; see also 
Hadley Pollett, LLC v. Yun Zhu, 2009 WL 
5909268 (Mass. Super. Dec. 10, 2009) (direct 
service on a Chinese corporation at its Chi-
nese address was contrary to the Convention 
on Service Abroad of Judicial and Extrajudi-
cial Documents in Civil and Commercial Mat-
ters). Legislative developments in the United 
States may help with the bigger problem; there 
have been increasing Congressional efforts 
to strengthen and to create a private right of 
action under the Economic Espionage Act. 
This would create a federal civil remedy for 
trade secret misappropriation and confer extra-
territorial jurisdiction. Stay tuned. 
                                                                     
1. The indictment, now unsealed, is available at 
http://www.justice.gov/file/439936/download.

2. A press release by the DOJ is available at http://
www.justice.gov/opa/pr/chinese-professors-among-six-
defendants-charged-economic-espionage-and-theft-
trade-secrets.

3. The USTR 2015 Special 301 Report is available at 
https://ustr.gov/sites/default/files/2015-Special-301-Re-
port-FINAL.pdf.

4. The court also found that the plaintiffs had failed 
to meet their burden under Massachusetts law. 
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(5) The amount of effort or money expend-
ed by the employer in developing the 
information; and 

(6) The ease or difficulty with which the 
information could be properly acquired 
or duplicated by others.2

This article focuses on factor (3), the 
measures businesses take to protect the secre-
cy of their valuable information, and to what 
extent those measures are sufficient to main-
tain trade secret status.

There are no statutes or regulations in 
Massachusetts that specify steps necessary to 
protect information that is allegedly a trade 
secret. Instead, the evaluation is based entire-
ly on common law.

The effective implementation of confi-
dentiality agreements with employees and 
third parties is important evidence that the 
company has taken reasonable steps in pro-
tecting its trade secrets. In her 2014 decision 
in Boston Scientific Corp. v. Lee, U.S. District 
Judge Denise Casper acknowledged that a 
plaintiff asserting trade secret protections 
must show that it took reasonable security 
precautions, and observed that “[o]rdinarily 
. . . confidentiality agreements suffice to con-
stitute reasonable protective measures.”3 

But confidentiality agreements alone do 
not automatically satisfy the requirements of 
secrecy; instead the agreements are merely 

evidence along with evidence of other pro-
tective measures tending to prove a compa-
ny’s diligence in protecting its trade secrets. 
Adoption of an appropriate trade secret pol-
icy is further evidence of a company’s dili-
gence in maintaining the secrecy of its infor-
mation. 

As recognized in Massachusetts state 
and federal case law, successful trade secret 
policies include:

•	 Taking	measures	to	contain	the	trade	
secret within the company and to limit 
external exposure. 

•	 Restricting	employee	access,	only	expos-
ing the trade secret on a need-to-know 
basis within the company. 

•	 Limiting	public	access	to	company	
information through steps such as pass-
word protection on computers, prohib-
iting unescorted visits to the office, and 
hiring security guards.

•	 Labeling	the	information	as	confidential	
in order to put anyone with exposure on 
notice. 

•	 Requiring	employees	and	customers	to	
sign an agreement preventing them from 
exposing trade secrets to third parties.

It is imperative that a business seeking to 
protect its secrets take affirmative and well-
planned steps to both establish an effective 
trade secret policy and maintain the confi-
dentiality strictures that support trade secret 

status. Trade secret status is imperiled when 
a business:

•	 Fails	to	expressly	inform	employees	
about the confidentiality of trade secrets 
and their confidentiality obligations. 

•	 Informally	instructs	employees	to	limit	
outside exposure, with no set policy or 
system in place. 

•	 Openly	shares	the	information	among	
employees.

•	 Acquiesces	in	employee	violations	of	
trade secret policies including the use 
of unsecure email and storage of trade 
secrets on unsecure devices. 

Businesses should be proactive in their 
approach to trade secrets. Secrecy, and the 
appropriate measures to maintain secrecy, 
should never be an afterthought. For an 
individual business client, success requires 
vigilance in establishing and following strict 
trade secret policies, and diligence in imple-
menting and enforcing the appropriate con-
fidentiality measures necessary to main-
tain the secrecy of the company’s valuable 
information.
                                                                    
1. J.T. Healy & Son, Inc. v. James A. Murphy & Son, 
Inc., 260 N.E. 2d 723, 729 (Mass. 1970).

2. Jet Spray Cooler, Inc. v. Crampton, 282 N.E. 2d 
921, 925 (Mass. 1972).

3. Civil Action No. 13-13156-DJC, 2014 WL 
1946687, at *7 (D. Mass. May 14, 2014).

ccQ summer 2015 — page 6

trade secrets 
continued from p. 3

acknowledged that Field defined actual fraud 
in reference to the elements of fraudulent 
misrepresentation set forth in the Restate-
ment (Second) of Torts § 537. Yet, the court 
reasoned that this merely reflected the fact 
that Field was a misrepresentation case; the 
substance of the Supreme Court’s holding, 
rather, was that actual fraud must be con-
strued in harmony with the concept of fraud 
distilled by the Restatement. The Restate-
ment recognizes several species of fraud, 
including “fraudulent interference with 
[property rights],“ which does not require 
proof of a misrepresentation. See Restate-
ment (Second) of Torts, § 871 (“One who 
intentionally deprives another of his legally 
protected property interest or causes injury 

to the interest is subject to liability to the 
other if his conduct is generally culpable and 
not justifiable under the circumstances.“). 
The First Circuit concluded that this concept 
embraced the knowing receipt of a fraudu-
lent transfer intended to deprive a creditor 
of its interest in the transferred property. A 
contrary reading, the court opined, would 
sanction the “two-step routine“ of a fraudu-
lent transfer followed by the filing of a bank-
ruptcy petition, converting the Bankruptcy 
Code into an “engine for fraud“ and subvert-
ing the Bankruptcy Code’s purpose of pro-
viding a fresh start to only the “honest but 
unfortunate debtor.“

The First Circuit’s holding is significant 
on several fronts. First, it bolsters the credi-
tor’s arsenal by providing at least one new tool 
for preserving and recovering debts previous-
ly deemed dischargeable under bankruptcy 

court decisions. Second, it opens the door 
to argument on additional forms of actual 
fraud. Although the court did not elaborate 
on which other forms of “deceit, artifice, 
trick, or design . . . used to circumvent and 
cheat another“ might come within the ambit 
of actual fraud, it provided a strong clue by 
directing the reader to the word “Fraud“ 
in the index to the Restatement. Third, the 
decision deepens the Circuit split on this 
issue, joining the position long held by the 
Seventh Circuit and rejecting the position 
taken recently by the Fifth Circuit. Compare 
McClellan v. Cantrell, 217 F.3d 890 (7th Cir. 
2000), with Husky Electronics, Inc. v. Ritz (In 
re Ritz), 787 F.3d 312 (5th Cir. 2015). Given 
that the Supreme Court’s Field decision is 
largely responsible for creating this fault line, 
the Supreme Court’s intervention to close it 
seems likely.

fraud exception 
continued from p. 2
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Thus, the claims put at issue by the 363 
Sale were limited to mostly unliquidated 
claims alleging an amalgam of economic loss 
damages estimated in the aggregate between 
$7 and $10 billion. These economic loss dam-
ages allegedly flowed from such things as the 
reduction in the resale value of affected cars; 
other economic loss, such as missing work 
when getting the ignition switch replaced; 
and inconvenience. Other classes of claim-
ants included victims suing with respect to 
accidents occurring before the bankruptcy 
sale, and owners of non-defective GM vehi-
cles claiming that the defect and recall caused 
damage to the GM brand and thus resulting 
economic loss to them. 

the court’s analysis
The Bankruptcy Court focused on 

whether the bankruptcy sale process afford-
ed the various ignition switch claimants pro-
cedural due process, and if not, whether the 
court could or should do anything about it at 
this stage. 

Generally, notice must be provided in 
bankruptcy cases that is reasonably calculated, 
under all the circumstances, to apprise people 
of the pendency of any proceeding that may 
result in their being deprived of any property, 
and to afford them an opportunity to present 
their objections. However, where the identities 
of creditors are known, actual notice must be 
given. Thus, while the court concluded that 

notice by publication was sufficient to all vehi-
cle owners generally, it was not sufficient to 
owners whose cars had ignition switch defects, 
because at that time Old GM had a known 
recall obligation and knew the names and 
addresses of those owning the affected vehi-
cles. As a result, ignition switch defect claim-
ants had not received sufficient notice of the 
363 Sale. 

However, even where a claimant has not 
received sufficient notice, due process is not 
violated unless the lack of notice results in 
actual prejudice to the aggrieved party. Thus, 
the court concluded that while the claimants 
were prejudiced with respect to the bar date for 
filing claims against Old GM, only economic 
loss claimants were prejudiced with respect to 
the 363 Sale because at the time of the sale, 
the court considered and rejected most of the 
same arguments the ignition switch claimants 
now advanced. In one respect, however, the 
court held that economic loss claimants were 
prejudiced by their lack of notice; noting that 
no one had argued — as they were now — 
that the proposed bankruptcy sale order was 
overbroad in that it should not have excluded 
claims involving Old GM vehicles and parts, 
so long as the claims were based solely on New 
GM conduct and not successor liability.

Given that certain claimants’ procedur-
al due process rights had been violated, the 
court concluded that they deserved a remedy 
tailored to the prejudice they suffered, to the 
extent the law permits. However, the fact that 
purchasers of bankruptcy assets like New GM 

acquire property rights too, and that taking 
away purchasers’ contractually bargained-for 
rights strikes at the heart of the bankruptcy 
system, was also a critical factor in the court’s 
analysis. In light of these concerns, the court 
settled on a “remedy” of sorts by clarifying 
that under its previous sale order New GM 
would have liability for ignition switch defect 
claims only to the extent that it had engaged in 
its own independently wrongful conduct, and 
not because it assumed any Old GM liabili-
ties. Ultimately, the court affirmed that New 
GM would not suffer successor liability for 
Old GM liabilities, and thus cautioned trial 
courts analyzing claims that are supposedly 
against New GM to be extraordinarily careful 
to ensure that they are not in substance suc-
cessor liability claims “dressed up to look like 
something else.”

conclusion
While the GM bankruptcy and sale were 

certainly unique in scope and circumstance, 
the court’s ruling that ignition switch claim-
ants cannot assert successor liability claims 
against New GM based on Old GM conduct 
reaffirms that sales “free and clear” of prepeti-
tion claims mean what they say, and that buy-
ers can generally rely on the protections pro-
vided by bankruptcy sale orders even where 
substantial unknown liabilities are subse-
quently revealed.
                                                                    
1.  In re Motors Liquidation Co., 529 B.R. 510 
(Bankr. S.D.N.Y 2015).
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